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ABSTRACT:

Due to its effective and affordable administration, cloud-based data storage has recently attracted
growing interest from academia and business. Since services are delivered via an open network, it is
critical for service providers to adopt secure data storage and sharing mechanisms to protect user privacy
and the confidentiality of data. The most popular technique for preventing the compromise of sensitive
data is encryption. The actual necessity for data management, however, cannot be fully met by merely
encrypting data (for instance, using AES). Additionally, a strong access control over download requests
must be taken into account to prevent Economic Denial of Sustainability (EDoS) assaults from being
performed to prevent users from using the service.In the context of cloud-based storage, we explore dual
access control in this article in the sense that we create a control mechanism over both data access and
download requests without sacrificing security and effectiveness. In this article, two dual access control
systems are developed, each of which is intended for a different planned environment. There is also a
presentation of the systems' experimental and security analyses.

Keywords: Cloud Based Data Sharing, Access Control, Cloud Storage Server, Index SGX, Attribute-
Based Encryption.

[1] INTRODUCTION

Utilizing computer resources (hardware and software) that are provided as a service across a network is
known as cloud computing (typically the Internet). The term is derived from the widespread usage of a
cloud-shaped symbol in system diagrams as a metaphor for the intricate architecture it holds. Cloud
computing entrusts the data, software, and processing of a user to remote services. Hardware and
software resources are made accessible through the Internet as controlled third-party services in cloud
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computing. These services typically give users access to cutting-edge server networks and sophisticated
software programmes.
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Fig. 1 Structure of cloud computing

Cloud computing aims to apply conventional supercomputing, or high-performance computing power,
typically used by armed services and research departments, to perform tens of trillions of computations
per second in consumer-oriented applications like financial portfolios, deliver personalised information,
provide data storage, or power massively multi-player computer games. Networks of enormous clusters
of computers, often running low-cost consumer PC technology with specialised connections, are used in
cloud computing to distribute data processing tasks among them. Large networks of interconnected
systems make up this common IT infrastructure. The power of cloud computing is frequently maximised
by the use of virtualization techniques.

1.2 Characteristics and Services Models:
The salient characteristics of cloud computing based on the definitions provided by the National
Institute of Standards and Terminology (NIST) are outlined below:

On-demand self-service: A customer may automatically supply computing resources as
needed, such as server time and network storage, without needing to deal with the
supplier of each service in person.

Broad network access: Capabilities are accessible via the network and used through
common methods to encourage adoption by various thin- or thick-client platforms (e.g.,
mobile phones, laptops, and PDAS).

Resource pooling: Using a multi-tenant approach, the provider's computing resources
are combined to serve numerous customers, with various physical and virtual resources
being dynamically assigned and reassigned in response to customer demand. The
consumer typically has no control or knowledge over the precise location of the
resources offered, while they might be able to define location at a higher level of
abstraction, giving the service a perception of geographical independence.(e.g., country,
state, or data center). Examples of resources include storage, processing, memory,
network bandwidth, and virtual machines.

Rapid elasticity: Capabilities may be provided quickly and elastically, sometimes
automatically, to scale out quickly and released quickly to scale in quickly. Consumers
frequently perceive the provisioning capabilities as being limitless and able to be ordered
in any amount at any time.

Metered service: By utilising a metering capability at an abstraction level suited to the
kind of service, cloud systems automatically regulate and optimise resource utilisation
(e.g., storage, processing, bandwidth, and active user accounts). The management,
control, and reporting of resource utilisation can provide transparency for both the
supplier and the consumer.
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Fig.2 Cloud Computing

1.3 Characteristics of cloud computing

Services Models:

Infrastructure-as-a-Service (laaS), Platform-as-a-Service (PaaS), and Software-as-a-Service are the three
service paradigms that make up cloud computing (SaaS). An end user layer that encompasses the end
user perspective on cloud services completes the three service models or layers. The following figure
depicts the model. A cloud user can run her own applications on the resources of a cloud infrastructure if
she accesses services at the infrastructure layer, for example, and is still in charge of the support, upkeep,
and security of these apps. These responsibilities are usually handled by the cloud service provider if she
uses a service that is accessible at the application layer.

Application Layer

Platform Layer

Infrastructure Layer

o= = (L) %

Fig. 3 Structure of service models

1.4 Benefits of cloud computing:
i)Achieve economies of scale: Boost productivity or volume production with fewer workers. Your cost
per unit, project, or good falls dramatically.
if)Spend less on technological infrastructure while yet maintaining quick access to your information.
Depending on demand, pay as you go (weekly, quarterly, or annually).
iii) Cheaply and globally expand your workforce: Anyone with an Internet connection may access the
cloud.
iv)Simplify procedures to do more work with less resources.
v) Lower capital expenses: You don't need to pay high charges for hardware, software, or licence fees.
vi) Increased accessibility: You can access information whenever and wherever you are, which makes
life much simpler!
vii)Improve the project monitoring process to stay on budget and ahead of schedule.
viii)Less personnel training is needed:-It takes fewer people to do more work on a cloud, with a minimal
learning curve on hardware and software issues.
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iX)Minimize licensing new software:-Stretch and grow without the need to buy expensive software
licenses or programs.

x)Improve flexibility:-You can change direction without serious “people” or “financial” issues at stake.

1.5 Advantages:
a. Cost: Just pay for what you really use.
b. Security: To improve security, cloud instances are isolated from other instances in the network.
¢. Performance: For better performance, instances can be added right away. Clients have access
to the total resources of the Cloud’s core hardware.
d. Scalability: Cloud instances may be automatically deployed as needed.
e. Uptime: For optimal redundancy, uses many servers. Instances may be automatically produced
on a different server in the event of a server failure.
f. Control: Accessible from any place for login. You may deploy unique instances using a
software library and a server snapshot.
g. Traffic: Quick deployment of new instances to manage the load is used to address traffic spikes.

[2] LITERATURE SURVEY

The phase of the software development process that is most crucial is the literature review. The time
factor, economics, and corporate strength must all be assessed before the tool is developed. Determine
which operating system and language may be utilised to construct the tool in the following phases when
these conditions have been met. Byzantine et. al., introduced Byzantine Disk Paxos, an asynchronous
shared-memory consensus method that makes use of a group of n > 3t discs, of which t may malfunction
by being unresponsive or becoming arbitrarily contaminated. We provide two implementations of this
approach, i.e., two separate t-tolerant (i.e., tolerating up to t disc failures) building blocks, each of which
may be used to solve consensus problems in conjunction with a leader oracle. A t-tolerant wait-free
shared safe register is one of the building blocks. The second building piece is a t-tolerant regular register
that fulfils a weaker termination (liveness) constraint than wait freedom: although its read operations are
guaranteed to return only in executions with a finite number of writes, its write operations are wait-
free.With FW terminating registers and a leader oracle, we demonstrate that wait-free consensus may be
solved. We refer to this termination condition as finite writes (FW). These ttolerant registers are built
from n > 3t base registers, where t may be non-responsive or Byzantine. We are not aware of any earlier
FW ending constructions in this model, and all previous t-tolerant wait-free constructions in this model
employed at least 4t + 1 fault-prone registers.

Users now frequently utilise consumer cloud storage (CCS) services to store and sync files using apps
that are downloaded to their devices. However, the networking performance, service dependability, and
data security of a single CCS are intrinsically constrained. We propose UniDrive, a CCS application that
integrates many CCSs (multi-cloud) using just a few straightforward public RESTful Web APIs, in order
to get around these restrictions. UniDrive has a client-centric, server-less architecture in which all
communication is done through file upload and download operations, and synchronisation logic is only
performed at client devices. An exclusive distributed lock technique based on quorum ensures strong
consistency of the metadata. By carefully dividing erasure-coded data among several CCSs, UniDrive
increases dependability and security.UniDrive makes use of all available clouds to optimise parallel
transfer chances in order to improve networking performance, but the fundamental idea is the idea of data
block over-provisioning and dynamic scheduling. By using a straightforward yet efficient in-channel
probing strategy, this group of algorithms hides the complex and variable network characteristics of the
underlying clouds and takes use of the quicker clouds more. Numerous test results on the worldwide
Amazon EC2 platform and a real-world trial with 272 users demonstrated UniDrive's substantially better
and more reliable sync performance than any single CCS.

[3] IMPLEMENTATION AND RESULTS

The paper implementation phase is when the conceptual design is transformed into a functional system.
As a result, it may be said to be the stage that will determine if a new system is a success and whether its
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users have faith in its ability to function well. The implementation step entails meticulous planning,
research into the current system and its implementation limitations, creation of transitional techniques,
and assessment of transitional methods. The process of putting a new system design into action is called
implementation. It is the stage that focuses on site setup, file conversion, and user training in preparation
for installing a candidate system. The most crucial aspect here is that the conversion shouldn't interfere
with operations of the organization.

The programme is integrated on the Windows 2000 Professional's Internet Information Services 5.0 web
server, and it may be accessed from a variety of clients. User capabilities and user training are the two
main topics of examination, the system's nature. Users can range from the most basic to the most
advanced. Therefore, they should receive software usage training. In the case of an interruption brought
on by a power outage, the user should take care to ensure that.
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Fig.10 Time delay
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[5] CONCLUSION

We showed two dual access control systems and addressed an intriguing and pervasive issue
with cloud-based data sharing. DD0S/EDoS assaults cannot be used against the suggested
systems. We claim that different CP-ABE constructions can "transplant™ the method utilised to
accomplish the feature of control on download request. The proposed solutions don't incur a
large computational or communication overhead, according to the findings of our experiments
(compared to its underlying CP-ABE building block). We take use of the fact that the secret
information entered into the enclave cannot be recovered in our improved system. Recent
research, however, demonstrates that an enclave could accidentally reveal some of its secret(s) to
a hostile host through memory access patterns or other similar side-channel assaults.Thus, the
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transparent enclave execution paradigm is shown in. An intriguing challenge is creating a dual
access control scheme for cloud data sharing from a transparent enclave. We'll take into account
the relevant problem-solving approach in our next work.
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